
 

 

Joint Committee on Telecommunications, Utilities, and Energy  

Senator Michael Barrett and Representative Thomas Golden, Jr., Chairs 

 

Testimony of Campaign for a Commercial-Free Childhood  

in Support of H. 3698, An Act Relative to Internet Privacy 

 

To the Hon. Senator Barrett, Representative Golden, and members of the committee:  

 

Thank you for the opportunity to provide testimony regarding House Bill 3698. This bill is a 

strong step toward protecting children and all internet users in the Commonwealth who have 

been vulnerable since Congress and the Trump administration gutted the FCC’s federal privacy 

regulations earlier this year. 

 

Those in Washington who repealed the FCC regulations echoed industry talking points to justify 

their action and ignored the needs of internet users, including families and children. We are 

encouraged to see so many legislators in Massachusetts aware of the need for urgent action to fill 

the gap in protections for internet users left by this irresponsible action. We agree with those who 

have said that H.3698 will protect Massachusetts citizens from an unregulated internet, where 

corporations and data brokers can collect and share sensitive information about all of us and use 

it to their own benefit.  

 

Internet Service Providers (ISPs) have access to a wealth of information about users. Web 

browsing and application usage histories contain extremely intimate information that can provide 

insight into a person’s beliefs, preferences, and potential future activities. The need for 

protections is especially great concerning children, because marketers are intensely interested in 

targeting children and adolescents when they are online. For instance, a media group called the 

Coalition for Innovative Media Measurement has initiated a project to “make possible a thorough 

and comprehensive view of cross-platform, digital and mobile measurement of content and ads 

among children and teens aged 2 to 17.”1 Today’s generation of children are particularly 

vulnerable to online targeted advertising because they will be the first to have a digital footprint 

for their entire lives. Research has consistently shown that children are already more vulnerable 

to advertising, because they lack the cognitive capacity to identify advertising, understand its 

purpose and defend against it.2 If ISPs are permitted to use children’s web browsing and app 

usage data to market directly to children, or to sell this information to others for marketing, 

advertisers have a much greater ability to take unfair advantage of children. 

 

                                                 
1 CENTER FOR DIGITAL DEMOCRACY, Big Data is Watching: Growing Digital Data Surveillance of 

Consumers by ISPs and Other Leading Video Providers (Mar. 2016) at 41, 

https://www.democraticmedia.org/sites/default/files/field/publicfiles/2016/ispbigdatamarch2016.pdf 

 
2 Children's Television Report and Policy Statement, 50 FCC 2d 1, 5 (1974). See generally Angela J. Campbell, 

Rethinking Children’s Advertising Policies for the Digital Age, 29 LOY. CONSUMER L. REV. 1 (2016) 



 

 

H.3698 will provide vital protections. We agree with the bill’s requirement that ISPs obtain opt-

in consent before collecting sensitive information on web browsing and application usage, and 

we support the bill’s inclusion of “information pertaining to children” among the “sensitive 

customer proprietary information” that also requires such opt-in approval. We support the bill’s 

requirements that the opt-in process and language be “clear and conspicuous,” with a “simple, 

easy-to-use mechanism for customers to grant, deny, or withdraw opt-in approval at any time.” 

We also support the requirement that ISPs promptly implement customer’s privacy choices, and 

that ISPs be prohibited from making retroactive changes regarding the usage of information 

already collected.  

 

Let’s face it—there is nothing at all controversial about these provisions. They simply boil down 

to fairness and full disclosure about how people’s sensitive information will be collected and 

used. The provisions also empower parents to protect their children’s sensitive data from being 

used by marketers.  

 

We respectfully suggest additional provisions which are required to ensure that this law is not 

undermined or ignored. Massachusetts should preclude “Pay-for-Privacy” and other incentives 

for customer opt-ins and forbid ISPs from providing different qualities of internet service to 

customers based on their opt-in status. The right to privacy should not be granted only to those 

who can afford to pay for it and customers should not be punished for asserting that right by 

receiving service of lesser quality.  

 

When the Children’s Online Privacy Protection Act (COPPA) was introduced back in 1998, 

Senators Richard Bryan and John McCain explained that the legislation was necessary to prevent 

marketers from targeting and exploiting children. They said “the same marvelous advances in 

computer and telecommunication technology that allow our children to reach out to new 

resources of knowledge and cultural experiences are also leaving them unwittingly vulnerable to 

exploitation and harm by deceptive marketers.”3 Fast forward to 2017, and internet use is an 

integral part of the lives of American children. It is weaved into their school experience, and 

many children use apps, play games, and watch videos on the Internet before they even enter 

school.  

 

When the Trump administration rolled back FCC regulations, they left children vulnerable. ISPs 

should be unambiguously subject to the opt-in requirements for children’s data that COPPA 

requires for website and mobile operators. 

 

H.3698 is vital to ensure the protection of children in Massachusetts, and CCFC strongly 

supports its passage. Thank you again for the opportunity to provide this testimony. 

 

Sincerely, 

 

David Monahan 

Campaign Manager 

Campaign for a Commercial-Free Childhood  

                                                 
3 144 CONG. REC. S8482-83 (July 17, 1998). 

 


